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Abstract

The rise of consumer encryption has led to a fierce debate over whether the loss of potential evi-

dence due to encryption will be offset by the increase in evidence available from electronic meta-

data. One major question raised by this debate is how jurors will interpret and value metadata as

opposed to content information. Though there are plausible arguments in favor of the persuasive

power of each type of evidence, to date no empirical study has examined how ordinary people,

potential jurors, view each of these sorts of evidence.

We address this issue through a series of survey experiments that present respondents with hy-

pothetical criminal trials, randomly assigning them to descriptions featuring either metadata or

content information. These studies show that the relative power of content and metadata infor-

mation is highly contextual. Content information and metadata can be equally useful when con-

veying logically equivalent information. However, content information may be more persuasive

where the defendant’s state of mind is critical, while metadata can more convincingly establish a

pattern of behavior. This suggests that the rise of encryption will have a heterogeneous effect on

criminal cases, with the direction of the effect depending on the facts that the prosecution must

prove.
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Introduction

There is a contentious debate over whether developers of encrypted
communication products should be required to ensure that govern-
ment officials are able to access the contents of these communica-
tions. On one hand, advocates for government access cite the critical
role that communication contents play in criminal and national secu-
rity investigations and the substantial public safety harms that may
occur if these investigations are slowed or stopped [1]. On the other
hand, advocates for strong consumer encryption discuss the myr-
iad ways this technology can contribute to a safe and fair society—
from promoting cybersecurity [2] to safeguarding the activities of
minoritized groups [3]. Advocates for strong consumer encryption
frequently also cite the availability of other sources of information—
including cell phone metadata and data from Internet of Things (IoT)

devices—as potentially mitigating the impediments to investigations
caused by consumer-grade encryption.

A significant portion of the policy debate over whether to ensure
government access to encrypted devices has focused on the availabil-
ity of substitutes—other forms of surveillance or sources of infor-
mation that can be used in place of the information lost due to en-
cryption. The effectiveness of potential substitutes for now-encrypted
communications largely depends on how actors in the criminal jus-
tice system behave when encountering the contents of communica-
tions in comparison to their behavior when encountering potential
substitutes. To date, however, few studies have attempted to empiri-
cally describe whether and how actors in the criminal justice system
behave differently when encountering the contents of information
versus potential substitutes.

1C© The Author(s) 2023. Published by Oxford University Press. This is an Open Access article distributed under the terms of the Creative Commons Attribution License
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In this article, we attempt to address this question in the context
of one particularly important set of criminal justice decision-makers:
the jurors who are ultimately asked to render verdicts in criminal
cases. While some psychological theories of juror decision-making
would seem to suggest that content information could be particularly
convincing, other research suggests that jurors might be predisposed
to trust or even expect technically derived evidence such as meta-
data. To test these competing hypotheses, we use a series of survey
experiments to provide the first empirical evidence regarding whether
respondents acting as jurors in a hypothetical criminal case reach dif-
ferent conclusions when presented with content information or com-
parable metadata. We find that whether respondents are more likely
to indicate they would convict when presented with content informa-
tion or metadata is highly context-dependent. Content information
and metadata appear to be equally convincing when they present log-
ically equivalent information. But content information appears to be
more convincing when establishing specifics about the defendant’s
state of mind is critical to the prosecution’s case, and metadata ap-
pears to be more convincing when the prosecution’s case hinges on
establishing a pattern of behavior. Importantly, these findings sug-
gest that a shift from presenting content information to metadata at
trial may have a differential effect on juror decision-making across
different types of crimes.

The remainder of this article proceeds in four parts. Part 1 reviews
the current literature on the information available during criminal
investigations and trials that are likely to be impacted by two broad
technological trends: the inability of government actors to access the
contents of information due to encryption (sometimes referred to as
“going dark”) and a dramatic increase in the scope and types of in-
formation routinely collected due to commercial actors (sometimes
referred to as “the golden age of surveillance”). We then explore how
the uncertainty about these trends is likely to impact juror decision-
making, concluding that current theoretical models and empirical ev-
idence do not provide a clear answer to this question. Part 2 describes
our experimental methods and results. We then characterize the over-
all findings and implications of our studies in Part 3 and conclude
with a few specific policy recommendations in Part 4.

Technological trends will impact the information
available for criminal investigations and trials

Today, the sources of information available during criminal inves-
tigations and trials are being reshaped by two competing techno-
logical trends [4]. On one hand, the increased use of encryption on
consumer devices means that common sources of content informa-
tion may be becoming inaccessible to law enforcement, or “going
dark.” On the other hand, new forms of consumer technology may
make detailed, cheaply accessible information available during crim-
inal investigations to a previously unimaginable extent, leading to a
“golden age” of surveillance. In this part, we explore the arguments
surrounding both the “going dark” and “golden age” perspectives
on recent trends in surveillance. We then turn to the potential inter-
section between these trends, investigating whether information de-
rived through metadata and other emerging sources of information
can compensate for the information lost due to encrypted commu-
nications. Finally, we conclude by discussing the potential impact of
these trends on juror decision-making.

Going dark

While individuals have long used codes to protect the contents of
their communications [5], encryption required significant sophisti-

cation to implement and consequently was not widely used [6]. In
recent years, however, changes in consumer technology have made it
dramatically easier for individuals to encrypt their communications
[7]. Apple enabled encryption by default with iOS 8 in 2014, and
strengthened their encryption implementation to make it “not tech-
nically feasible…to respond to government warrants for the extrac-
tion of this data from devices in their possession” [8]. Google soon
adopted a similar practice for their Android operating system [9]. Use
of encryption consequently increased in both the smartphone context
and in general [10]. The resulting spread of encryption has made it
much more likely that law enforcement will be unable to access the
contents of a device they have obtained during the course of a crimi-
nal investigation, even with a warrant [11], leading to a phenomenon
referred to as “going dark” [12].

According to analysts, advocates, and representatives from the
law-enforcement community, the loss of content information due to
encryption has had a substantial and detrimental impact on criminal
investigations. Former US Attorney General William Barr has said,
“the costs of irresponsible encryption that blocks legitimate law en-
forcement access is ultimately measured in a mounting number of
victims…[and] crimes that could have been prevented if law enforce-
ment had been given lawful access to encrypted evidence” [13]. Be-
cause of barriers created by encryption technologies, federal law en-
forcement has stated it “may not be able to identify and stop ter-
rorists who are using social media to recruit, plan, and execute an
attack” [14].

Though much of the conversation around the costs of going dark
focuses on implications for national security and terrorism investiga-
tions, this is by no means the only type of investigation impacted by
the loss of evidence due to encryption. Prosecutions for possession
of child pornography, e.g , become very difficult when law enforce-
ment cannot access the contents of a device to show they include
child pornography [1], and drug trafficking investigations are hin-
dered when cartels utilize encrypted communication mechanisms to
organize narcotics shipments [13].

Despite the political salience of arguments that law enforcement
is losing access to crucial information during criminal investigations
due to encryption, there is scant empirical evidence available on the
scope or impact of this phenomenon. For example, the Wiretap Re-
ports present yearly statistics on the instances where law enforcement
encounters encryption when attempting to execute a Title III warrant
[15]. Similarly, the New York District Attorney’s Office has released
a series of reports on encounters with encryption in their jurisdiction,
although the measures reported vary from year to year in ways that
may make comparisons difficult [16]. But these data in one case con-
sider only a single form of surveillance and in the other only a single
jurisdiction, making generalization difficult. Furthermore, these data
may not show the full impact of encryption on law enforcement ac-
cess to data, as law enforcement may preemptively decide not to un-
dertake the costs associated with conducting surveillance in contexts
where they believe encryption will make it unlikely they will obtain
information [17].

Golden age of surveillance

In contrast to the “going dark” narrative, other technological trends
are creating new options for surveillance. In the eyes of some, we
now live in a “golden age of surveillance,”where “investigatory agen-
cies have unprecedented access to information about a suspect” [18].
Though this “golden age” narrative does not assert that criminal in-
vestigations will be unimpeded by the loss of content information to
encryption, it argues that a number of technological trends have dra-

D
ow

nloaded from
 https://academ

ic.oup.com
/cybersecurity/article/9/1/tyad002/7049648 by guest on 23 January 2026



Juror interpretations of metadata and content information 3

matically increased the scope of information available during crimi-
nal investigations and prosecutions [19].

One of these trends is the rise in new consumer technologies—
notably IoT devices—that generate new sources of information and
data records that may be useful in criminal investigations. The IoT is
comprised of myriad “smart” physical devices [20], potentially capa-
ble of both conveying and receiving information through the Internet
[21]. IoT devices routinely collect information about nearby activi-
ties, sometimes without active participation, awareness, or control
from the individuals involved [22]. IoT devices frequently contain
an array of sensors capable of recording information about their
environment, providing both rich sources of already collected in-
formation and opportunities for law enforcement to conduct active
surveillance using sensors already placed in their target’s environment
[19]—and raising privacy concerns [23]. According to one former
prosecutor, reimagining how technological shifts might have changed
an investigation she participated in during the 1990s, “it would have
been worth considering how IoT devices could have been exploited
in [the suspects’] apartments or the cars they drove,” which could
have allowed the recording of communications without the risks as-
sociated with obtaining physical access to a space in order to plant
a bug [24]. One can also use the location information generated
by cellphones in place of installing tracking devices on people and
vehicles.

For the purposes of this paper, we refer to the type of informa-
tion generated by these IoT devices and, particularly, by cellphones,
as metadata. This terminology is inexact. Metadata are merely data
that describe other data [25]. For example, metadata about a Mi-
crosoft Word document might include the date it was created, the
size of the file, and the last date it was accessed, while content in-
formation would include the substance of the document itself. This
distinction between metadata and content information may be less
clear in more complex operations [26]. In practical terms, however,
there is a relatively clear distinction between the kinds of informa-
tion that may be increasingly encrypted and therefore unavailable
to law enforcement—generally message and call content—and the
types of information that are now automatically collected by third-
party providers and stored in their records—generally some form of
metadata.

As consumer data have become a valuable commodity, compa-
nies are now strongly incentivized to ensure that the data they collect
about customers can be easily accessed and used for authorized pur-
poses [27]. These incentives may ensure that sources of individual-
level data will continue to be available for use in criminal investiga-
tions and trials, even if communication content information becomes
unavailable due to encryption [19]. This seems especially likely in
contexts where companies are able to generate revenue through pro-
viding police with access to information [28]. For example, Clearview
AI used data from a range of publicly available sources (including
Venmo and Facebook) to develop a facial recognition tool that has
been used by more than a thousand law-enforcement agencies in the
USA [29].

Though some companies are embracing law-enforcement com-
patibility, others are resisting the notion that the collection of de-
tailed, unencrypted, individual-level data is a necessary component
of commercializing these data. For example, Apple recently updated
their iOS operating system to require app developers to explicitly and
obviously seek permission prior to tracking user data [30], which
may reduce the amount of individual-level data collected and there-
fore available to law enforcement. In addition, there has recently been
increasing recognition of the role that large technology companies
may place as surveillance intermediaries: companies with “the incen-

tives and means to meaningfully constrain government surveillance”
[31].

Potential impact of the “golden age” on “going dark”

There has been an ongoing debate over the extent to which evidence
from other sources can serve as at least a partial substitute for com-
munications made inaccessible to law enforcement by encryption.
The extent to which actors may substitute one activity for another,
or consumption of one good for another, is a commonly considered
question in economics, law, and public policy [32–34]. Influenced by
this literature, we are primarily concerned with a behavioral under-
standing of substitutes.

If so, then law enforcement’s increased ability to access other
sources of information may ease the challenges posed by traditional
sources of content information going dark—with potential implica-
tions for the debate over policy responses to this phenomenon. From
a technological perspective, the arguments for replacement of com-
munications that cannot be obtained by law enforcement due to en-
cryption with alternative sources of information are straightforward:
Other forms of surveillance may convey data that are similar to the
information content lost due to encryption. For example, even if law
enforcement can no longer access communications due to the use of
encrypted devices, they may be able to utilize IoT devices to record
similar conversations through a different mechanism. Although the
two conversations may not be identical, the “inability to monitor an
encrypted channel could be mitigated by the ability to monitor from
afar a person through a different channel” [19].

But both representatives from the law-enforcement community
and some scholars have argued that this substitution potential has
been overstated [35]. Though, metadata are “especially valuable for
providing information about ‘who,’ ‘where,’ and ‘when,’…[w]ithout
access to the contents of messages and stored data, one cannot di-
rectly determine ‘what’—such as the plans and intentions of crimi-
nals” [36]. For example, it is less likely to reveal information about
the motives underlying criminal activity [24]. While Cloud backups
may be useful for obtaining unencrypted versions of data stored on
encrypted devices, backups cannot be uploaded to the Cloud if the
device is not connected to the Internet—potentially limiting their util-
ity to law enforcement [37].

Additionally, arguments about how technically commensurate
two sources of information are frequently rest on (stated or unstated)
assumptions about the behaviors of various groups of criminal justice
actors who interact with the information in question. Importantly,
variation in behavior within these groups may mean that other forms
of surveillance may act as a substitute for information lost to encryp-
tion only under certain conditions or for particular subgroups. For
example, while criminals may elect to discontinue Cloud backups of
incriminating communications in order to ensure they are not avail-
able in unencrypted formats, this planning is only possible when the
perpetrator is planning their criminal activities in advance and recog-
nizes that their communications may be incriminating [4]. Similarly,
while law enforcement’s ability to use another form of surveillance
in place of the contents of communications lost due to encryption is
dependent on them having knowledge that the alternative form of
surveillance exists and being able to obtain information through it,
this process may be easier for larger departments with more special-
ized officers—allowing only some agencies to take advantage of the
golden age of surveillance [38]. Consequently, it is difficult to deter-
mine whether and under what circumstances criminal justice actors
would be able to use metadata in place of the contents of encrypted
communications.
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These technological trends will have an uncertain

impact on juror decision-making

One major outstanding question in this debate is how jurors, who
may ultimately be presented with metadata evidence in the place of
content evidence, will respond to this shift. As juror decision-making
depends on the evidence presented to them, technological changes
that shift the sources of evidence available for use in criminal tri-
als may in turn change the conclusions reached by jurors in these
cases—even when the sources of evidence available convey similar
information. However, it is not clear in advance what direction this
turn will take.

Content information may be particularly easy for jurors to under-
stand. Communication content is a regular feature of day-to-day life,
making it easier for jurors to incorporate this evidence into their un-
derstanding of the case as a whole. The psychological literature fre-
quently describes juror decision-making through a “Story Model,”
where jurors use the evidence presented at trials to construct what
they believe to be the most credible narrative that describes what hap-
pened, process the legal information given through jury instructions
as a series of decision alternatives, and then select a verdict by decid-
ing which options best fit the narrative of the case [39]. Under this
model, content information may be inherently more persuasive than
metadata because jurors find it easier to construct a narrative around
a conversation than a technical abstraction [40]. Stories about hu-
man behavior frequently and prominently feature communications,
and individuals frequently communicate with others in the course
of their day-to-day lives. When presented with contents of com-
munications, jurors may both intuitively understand and value the
evidence.

The Story Model also suggests that jurors select the most credible
narrative by the extent to which each narrative fits with the evidence
presented, lack of internal contradictions, completeness, plausibility,
and uniqueness [41]. These criteria may be more easily satisfied by
content information than metadata, even when the two convey sim-
ilar information. In particular, content information may provide a
richer and more detailed picture of interactions between two indi-
viduals, reducing ambiguity and facilitating juror efforts to incorpo-
rate this evidence into their understanding of the case. The empirical
literature suggests that content information will be more effective at
achieving these aims when it presents coherent information [42]. In
contrast, metadata may be considered inherently less complete—and
therefore less convincing—as it does not include information about
the substance of the transaction it describes [39].

Consider a hypothetical criminal case in which the jury is pre-
sented with a transcript of text messages showing that the victim
recently paid a sum of money to the defendant. Jurors may not only
evaluate the information conveyed by the text messages but also con-
sider the tone of the messages. Even when the text messages convey
bare-bones information that would logically be identical to meta-
data indicating that a payment had been made between the two (“I
just paid you $500”), the fact that the victim felt the need to con-
vey that in a text message may have implications for the relationship
between the defendant and the victim. From a narrative perspective,
content information may provide much richer information that ju-
rors can use to build out narratives of the case and evaluate their
plausibility.

Additionally, content information may be used to show not only
that the defendant committed the crime in question but also their
mental state while doing so. Though metadata may be useful for
showing that the defendant was at the scene of the crime, content
information may also show the defendant’s awareness of the wrong-

fulness of their actions, their emotions about the crime, and whether
they demonstrated remorse prior to being held to account at trial—
all of which are relevant for understanding the blameworthiness of
the defendant’s actions and determining their punishment. The po-
tential richness of content data suggests that jurors may, on average,
recommend longer sentences when exposed to content information
as opposed to metadata, particularly when the content information
speaks to the defendant’s emotional state or awareness of the wrong-
fulness of their actions.

On the other hand, jurors may have come to expect technolog-
ical evidence like metadata, with its appearance of sophistication
and reliability, and therefore find it especially persuasive. There has
long been discussion over whether viewing popular media portray-
als of crime scene investigators may cause jurors to expect exten-
sive forensic evidence to be presented at trial [43]. Often coined
the “CSI Effect,” there is limited and mixed empirical evidence
that such a phenomenon exists in practice [44–46]. Similarly, it is
possible that widespread news reports about government surveil-
lance programs could create expectations that extensive evidence
from surveillance would be available and could be presented at
trial. “[A]s jurors come to recognize how much data is (theoret-
ically) available to law enforcement, they will view prosecutorial
cases more skeptically if they’re not presented with all that data”
[35]. Under these arguments, jurors may therefore to come to ex-
pect that information derived from metadata be presented at trial—
especially after the Snowden disclosures brought attention to the
potential scope of metadata collection [47]. Metadata may prove
sufficiently convincing to make up for the reduced availability of
content information at criminal trials due to encryption, or may
even prove more convincing than content information under certain
circumstances.

There have been few empirical studies that consider behavioral re-
sponses to encrypted devices by criminal justice actors, and we could
identify none that considered how the widespread use of consumer
encryption might impact juror decision-making. For example, Pell
[24] provides an interesting case study of how a case investigated
and prosecuted in 1999 might be impacted by both the rise of en-
crypted communications and the information newly available to law
enforcement due to the IoT, including consideration of how investi-
gators may have behaved under both circumstances. However, juror
decision-making has been broadly studied from a variety of theoret-
ical [48], empirical [49], and policy [50] perspectives, resulting in a
well-developed set of methodologies for answering questions about
these behaviors. Consequently, the time is ripe for an empirical inves-
tigation of the comparative effects of content information and meta-
data on jury decision-making.

Experimental methods and results

To explore the ways in which potential jurors would understand dif-
ferent forms of evidence, we conducted a series of vignette-based
studies. Each study described a criminal trial. Participants were given
a description of the main evidence, asked to read a set of jury instruc-
tions, and then completed a verdict sheet. They also made a variety
of ratings to further explain their verdict. For the screens presenting
the major evidence, participants were required to spend at least 30
seconds on the page. They could, however, spend as long as they liked
and even return to the page if they so desired.

Participants for each study were recruited via CloudResearch, an
Internet panel management company [51]. This allowed for a cheap
if not entirely representative sample. Quotas were set for each study
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to require an approximately even split between men and women and
to fix a median age in the 40s, consistent with the national median
for adults. Exact splits varied from study to study due to excess re-
sponses provided by the sample provider. To complete the study, par-
ticipants had to respond appropriately to an attention check item
that requested a particular response and complete a CAPTCHA. Data
from a small number of participants were also discarded if they fin-
ished the study in less than one-third of the median completion time
or if they wrote gibberish in response to the question asking them to
explain their verdict (0.7% in Study 1; 2.2% in Study 2; and 2.6%
in Study 3).

Experiment series 1: form of evidence does not always

matter

For the first study, the primary goal was to determine whether par-
ticipants would understand metadata and content data as conveying
substantively the same information, with the same level of reliability,
when logically they should. This tests whether there is a bias for, or
against, either type of data.

A total of 270 participants were recruited via CloudResearch and
passed attention checks. They were 133 men, 136 women, and 1 per-
son reporting another gender identification. They had a median age
of 45 and 50.7% had college degrees, making them somewhat more
educated than national norms.

The scenarios these participants read described an armed robbery
of a convenience store. The defendant at trial matched the general
build of the perpetrator and owned a gun of the same model, but no
witness could positively identify him and no fingerprint or DNA evi-
dence was presented. The defendant was also said to have a criminal
record of theft from several years prior.

Further evidence in the scenario varied by condition. First, either
metadata or content data placed the defendant at the scene of the
crime. In the metadata case, an officer testified that the defendant’s
cellphone signal showed them to be within 1 block of the relevant
store within minutes of the robbery. In the content condition, an offi-
cer testified that WhatsApp messages between the defendant and the
defendant’s girlfriend had been recovered. These messages included
the defendant telling his girlfriend that he had “just been at the store
on [street of crime]” shortly after the crime occurred.

The second factor that varied across conditions was the number
of robberies at issue. The defendant was being charged with either
one or five counts of robbery with a firearm. In the condition where
five counts were charged, it was said that the evidence was fundamen-
tally the same for each robbery. Either metadata placed the defendant
at the scene of the robbery within minutes of the robbery each time
or the defendant sent a similar message to his girlfriend each time.
This was therefore a 2 × 2 design. The full text of the single count
metadata condition is included in the Online Appendix.

A series of factorial ANOVAs were conducted on the primary re-
sponse variables. On a percentile scale (0–100), participants reported
that the defendant was much more likely to be guilty when he had
been at the scene of five robberies (M = 64.94, SD = 27.77) than
when he had been at the scene of only one (M = 48.47, SD = 29.22),
F(1, 217) = 18.13, P < 0.001, η2 = 0.08. Whether the evidence was
metadata or content data had no effect, F(1, 217) = 0.00, η2 = 0.00,
and there was no interaction, F(1, 217) = 0.18, η2 = 0.00. This trans-
lated into a conviction rate of 29.3% in the one-count condition and
49.5% in the five-count condition.

Participants were also asked to rate how much weight they put
on each of four types of evidence: physical similarities between the
defendant and perpetrator, similarities between the gun used by the

perpetrator and that owned by the defendant, the defendant’s prior
convictions, and the cellphone evidence (varying by condition) on
scales ranging from 0—no weight to 10—a great deal of weight.
There were no significant effects of cellphone evidence type (meta
or content data) on the weight assigned to any piece of evidence.
For the weight assigned to cellphone evidence, the difference be-
tween conditions did not even approach significance. F(1, 217) =
1.20, P = 0.27, η2 = 0.01 (Meta M = 5.95, SD = 2.97; Content
M = 6.36, SD = 2.64). In the five-count conditions, however, more
weight was assigned to the cellphone evidence F(1, 217) = 6.14,
P = 0.01, η2 = 0.03 (1 Count = 5.69, SD = 2.77; 5 Count = 6.62,
SD = 2.80) and also the criminal history evidence F(1, 217) = 8.79,
P < 0.01, η2 = 0.04 (1 Count = 4.84, SD = 3.08; 5 Count = 6.06,
SD = 2.96). This greater weight on the cellphone evidence in the
five-count condition is logical; that the defendant happened to be
near five robberies is more indicative of guilt than being near only
one.

Those participants finding the defendant guilty and seeking to
impose a prison sentence were asked how long that sentence should
be (in months). This did not vary significantly across conditions, but
there was a non-significant trend in favor of longer sentences in the
metadata condition. F(1,73) = 3.27, P = 0.08, η2 = 0.04 (Meta
M = 32.58, SD = 13.76; Content M = 26.28, SD = 13.31). There
was no effect of the number of counts and no interaction (both
Fs < 1).

In addition to the previously described conditions, there was
a further variation in which the defendant was again accused of
five counts of robbery, but the content information was more ex-
plicit. Here, the defendant texted his girlfriend that he had “just
knocked over the store on [street of the crime].” The office present-
ing these texts then explains that “knocked over” can be used as
slang for “robbed.” Confidence of guilt in this condition (M = 67.54,
SD = 28.30) was not significantly different from that in the five-
count metadata condition (M = 65.75, SD = 27.18) or the five-
count less-explicit content condition (M = 64.06, SD = 28.62). F(1,
146) = 0.18, η2 = 0.00. There was also no difference in sentence
length among those who sought to assign a sentence. F(2,65) = 2.37,
P = 0.10, η2 = 0.07 (Meta M = 33.92, SD = 12.09; Content-less
explicit M = 26.96, SD = 13.22; Content-more explicit M = 26.90,
SD = 13.07).

This study shows that there is not an inherent bias for or against
metadata evidence. When content and metadata evidence convey
what is logically the same information, respondents will respond ap-
propriately rather than being unduly swayed or turned off by the
novelty of receiving metadata in place of content. Also, the lack of
a significant difference between the explicit content condition and
the less-explicit content condition should not be over-interpreted. As
can be seen in Fig. 1, the difference between these conditions is in
the expected direction. It was simply too small to be significant. It
may be that those respondents who were reluctant to convict in that
condition required something more than circumstantial evidence to
get beyond a reasonable doubt.

Experiment series 2: sometimes content information

gives you something that metadata cannot

In the first study, the content data conveyed the same information
as the metadata. In this study, we sought to investigate the ways in
which content data could convey increased nuance, particularly for
crimes in which state of mind is intensely relevant. We therefore con-
structed a homicide vignette that gave participants the option of con-
victing for either first- or second-degree murder. The jury instructions
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Figure 1: Percentage finding guilt across conditions

provided in this study explained that first-degree murder was murder
with premeditation: “This means that the decision to commit mur-
der must be formed before the killing, with enough time to allow for
reflection by the defendant.” Second-degree murder could occur “un-
expectedly or in the heat of the moment.” It required only that the
defendant “intentionally killed the victim.”

The victim of this crime was a woman who had recently ended a
relationship with a man. She was described as having been killed in
the entryway of her house, her screen door having been forced open.
The defendant was her ex-boyfriend. In the metadata condition, an
officer testified that he had sent the victim a message from near the
victim’s house at 9:00 pm, the victim had replied at 9:01, and that
the defendant had replied to that at 9:05 pm. The time of the victim’s
death was believed to be between 9:00 pm and 11:00 pm that night.
The full text of this metadata condition is in the Online Appendix.

In the friendly content condition, the messages were said to be as
follows:

9:00 pm, Defendant: “I’m here to pick up my stuff. Leave it on the
porch.”

9:01 pm, Victim: “Sure, one sec.”
9:05 pm, Defendant: “Thanks, have a good night.”

In the aggressive content condition, they were:

9:00 pm, Defendant: “I’m here. Bring out my stuff before I get mad.”
9:01 pm, Victim: “This isn’t a good time. Come back tomorrow.”
9:05 pm, Defendant: “Don’t make me come in there.”

No location information was provided in either content condi-
tion. These two conditions were intended to provide the range of
possible content for the messages. They were either friendly and civil
or hostile and aggressive. The other evidence in the case was scant.
The defendant’s fingerprints were found at the scene, but the officer
admits that they could have been weeks old.

The sample was again recruited from CloudResearch. A total of
397 participants passed attention checks. They were 177 men and
220 women. They had a median age of 41 and 42.8% had college
degrees, making them somewhat more educated than national norms.

Because of the nature of the crime and the two possible guilty ver-
dicts, participants were separately asked about the probability that

the defendant killed the victim and the probability that he did so
with premeditation. The probability that he killed the victim var-
ied significantly across conditions, F(2, 387) = 9.28, P < 0.001,
η2 = 0.05. Post-hoc tests revealed that participants in the aggres-
sive content condition thought the defendant was more likely to be
guilty (M = 66.26, SD = 25.97) than participants in the metadata
condition (M = 57.53, SD = 28.70, P = 0.013) and the friendly
content condition (M = 51.25, SD = 29.69, P < 0.001). Partic-
ipants also thought that the defendant was more likely to have
killed the victim in the metadata condition than in the friendly con-
tent condition, though this effect was only marginally significant
(P = 0.07).

Despite this effect on probability of guilt, there was no corre-
sponding difference on probability of premeditated murder, F(2, 387)
= 1.07, P = 0.344, η2 = 0.01. This interesting pattern was also re-
flected in the assigned verdicts. As can be seen in Fig. 2, approx-
imately equal proportions convicted the defendant of first-degree
murder across conditions: Metadata = 21.8%, Friendly = 22.4%,
Aggressive 19.2%. But the pattern for conviction for second-degree
murder was quite different: Metadata = 24.1%, Friendly = 12.7%,
Aggressive 36.2%. In short, participants in the friendly condition are
less likely to think the defendant killed the victim in a fit of pas-
sion but approximately equally likely to think it was part of a cold-
blooded plan.

Those participants finding the defendant guilty and seeking to
impose a prison sentence were asked how long that sentence should
be (in years). This did not vary significantly across conditions. F(2,
166) = 0.03, P = 0.97, η2 = 0.00. On average, people assigned 11.79
years (SD = 3.43). Participants did not assign evidence weights in
this study.

Experiment series 3: metadata establish patterns

Study 2 was designed to show the power of content data to add
color to a set of bare facts. Study 3, in contrast, was designed to
show the superior ability of metadata to present pattern evidence.
The crime here was a hotel room murder. The victim was described
as a married individual whose spouse was out of town. Police were
said to suspect that the victim had gone to the hotel to have sex—
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Figure 2: Percentage of people reaching each verdict by condition

condoms and sexual lubricant were present. The defendant was an
acquaintance of the victim and their spouse, whom they had met at
church.

In all conditions, it was said that the murderer had been observed
entering the hotel room by a maid and that the defendant fit the vague
description the maid provided. The key evidence was either metadata
or witness testimony suggesting that the victim and the defendant had
been having an affair. In the strong witness condition, a neighbor tes-
tified to having seen the defendant at the victim’s apartment complex
on several occasions in the evening, including on a particular date
when the spouse had been out of town. The witness was said to have
remembered the date because their favorite sports team had played a
good game that night. The spouse testified to having never been told
about any one-on-one visits between the victim and the defendant.
The weak witness case was similar, though the witness admitted to
not being sure about the date of any particular visit. This was in-
tended to create some ambiguity because the victim’s spouse testified
to having had the defendant over for dinner on two occasions.

The metadata case incorporated information from a parking-lot
gate. People were said to be able to access the apartment complex’s
parking lot by using an app to open the gate. The defendant, it
was explained, had been given access to this app by the victim and
their spouse. The access log showed that the defendant had repeat-
edly visited the apartment on nights when the spouse had been out
of town. The full text of this metadata condition is in the Online
Appendix.

Since Study 2 had a female victim and a male perpetrator, we were
concerned that there might be gender-based patterns in our results.
In Study 3, we therefore manipulated whether the victim was male
or female, keeping the defendant and spouse as opposite sex. The
witness was always male.

The sample was again recruited from CloudResearch. A total of
832 participants passed attention checks. They were 374 men, 455

women, and 3 reporting other genders. They had a median age of 48,
and 37.2% had college degrees.

Since the main evidence in this study was directed at establishing
the affair between the defendant and the victim—with the implica-
tion that the affair partner was also the killer—we asked about both
the probability that they were having an affair as well as the prob-
ability that the defendant killed the victim. Both of these probabil-
ity measures differed significantly across evidence conditions. Affair
F(2, 820) = 11.13, P < 0.001, η2 = 0.03. Murder F(2, 820) = 7.25,
P < 0.001, η2 = 0.02. For the affair, post hoc tests revealed that par-
ticipants thought the defendant was more likely to be having an affair
with the victim in the metadata condition (M = 73.19 SD = 23.29,
P < 0.001) than in the strong (M = 64.56, SD = 26.93) or weak
(M = 63.54, SD = 25.93) witness condition, which did not differ.
Similarly, participants thought the defendant was more likely to have
killed the victim in the metadata condition (M = 59.64, SD = 29.62,
P < 0.001) than in the strong (M = 52.77, SD = 32.03) or weak wit-
ness (M = 50.23, SD = 31.48) conditions, which again did not differ.
As can be seen in Fig. 3, this translated to 48.0% guilty in the meta-
data condition compared to 39.9% in the strong witness condition
and 38.6% in the weak witness condition.

The gender of the participant (coded as male or not for simplicity)
had no significant effects or interactions. The gender of the victim
had only two significant effects. First, the male victim was judged
to be more likely to have been having the affair, F(2, 820) = 11.57,
P < 0.001, η2 = 0.01, and this effect was qualified by an interaction
between victim gender and condition, F(2, 820) = 3.56, P < 0.05,
η2 = 0.01. Simple effects analyses revealed that the male victim was
judged to be much more likely to be having an affair in the strong
witness condition (12.14 points more likely) than in the weak witness
(2.99 points more likely) or metadata condition (2.17 points).

A separate ANOVA examining the effect of condition on sentence
length found that, conditional on wanting to assign a prison sentence
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Figure 3: Percentage finding guilt across conditions

to the defendant, there was no effect. F(2, 316) = 1.55, P = 0.22,
η2 = 0.01. The average sentence was 12.2 years.

As in Study 1, participants here were asked to report how much
weight they assigned different pieces of evidence (the connection be-
tween victim and defendant through church, the witness or meta-
data evidence, and the physical similarities between the defendant
and perpetrator). The only significant effect was on the witness or
metadata evidence. This was weighed more heavily in the metadata
condition (M = 6.25, SD = 2.85) than in the strong witness condition
(M = 5.40, SD = 2.97, P < 0.001), and more heavily in the strong
witness condition than in the weak witness condition (M = 4.91,
SD = 2.80, P < 0.05).1

Discussion and policy implications

Our studies show that the relative power of content and metadata
information is highly contextual. Content information and meta-
data can be equally useful when they convey information that is
logically equivalent; there is no bias in favor of either (Study 1).
Yet content information conveys additional meaning in circum-
stances where the defendant’s state of mind is critical (Study 2).
And metadata can more convincingly establish a pattern of behav-
ior (Study 3). Additionally, respondents acting as hypothetical ju-
rors do not appear to recommend longer sentences on average when
presented with content information instead of metadata, suggest-
ing that metadata information is not as somehow less emotionally
impactful.

These findings have significant implications for shaping the pol-
icy conversation surrounding encryption policy. Most notably, our
findings suggest that metadata may be stronger evidence for some
categories of criminal acts that are frequently foregrounded during
conversations about encryption policy—including prosecutions re-
lated to criminal organizations, which may rely on patterns of be-
havior to demonstrate contact between organization members. We
conclude this part by discussing the limitations of our study, and the
steps we took to minimize them.

1 This was rated on a 0–100 scale but is reported on 0–10 to maintain con-
sistency with Study 1.

Content information and metadata are and are not

equivalent evidence of guilt

The key characteristics of and results from each study are presented
in Table 1. Notably, the three studies differ substantially in the crimi-
nal activity being considered, and the role that the metadata/content
information played in establishing the facts of the case.

When both content and metadata evidence convey the same type
of information—the defendant’s location at a particular moment in
time—respondents reacted similarly regardless of which they were
presented with. One could have expected either the familiarity and
richness of message content or the scientific clarity of metadata
records to be more persuasive. Instead, they were equivalent in the
first study. And both types of evidence showed the same magnitude
increase in persuasiveness when the evidence placed the defendant at
the scene of five crimes rather than one.

When the content information assigns meaning to what is other-
wise an ambiguous pattern, particularly when that meaning bears on
a defendant’s state of mind, respondents react very differently. In the
second study, respondents presented with content information show-
ing that the defendant was at the victim’s home and angry around the
time the victim was killed were more likely to convict than respon-
dents presented with metadata merely showing the defendant was
near the victim’s home around the time she was killed. Respondents
presented with content information showing that the defendant was
at the victim’s home and (at least superficially) friendly around the
time the victim was killed were less likely to convict than respondents
presented with the metadata evidence.

The difference in conviction rates appears to be driven by differ-
ent assumptions about the defendant’s state of mind. In all condi-
tions, respondents were approximately equally likely to convict for
first-degree murder. In other words, an equal proportion of respon-
dents in each experimental condition believed that the defendant had
shown up to the victim’s house intending to kill her. These respon-
dents presumably viewed the “friendly” messages as a cruel decep-
tion, written to lull the victim into a false sense of security or trick
future investigators. Yet those receiving the two different kinds of
content information had sharply different reactions to the question of
whether the defendant had killed the victim absent premeditation, or
in the heat of passion. Those receiving the friendly messages thought
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Table 1: Summary: of study design and results

Study 1 Study 2 Study 3

Crime Robbery First-degree murder (second-degree
murder)

Second-degree murder

Role of evidence in
trial

Show at location Show at location Show preexisting sexual relationship

Metadata case One or five instances of cell phone
being near crime scene at time of
crime

Messages sent from near victim’s
house near time of crime

App showing defendant’s car was in
parking lot on days when victim’s
spouse was out of town

Weak
content/witness
case

Text message reading “just been at the
store”

Text message reading “thanks, have a
good night”

Witness who saw defendant at
apartment complex on several
unclear dates

Strong
content/witness
case

Text message reading “just knocked
over the store”

Text message reading “don’t make me
come in there”

Witness who saw defendant at
apartment complex on several
dates, including one when V’s
spouse out of town

Findings—conviction
rates

Content information and metadata
equivalent under all circumstances;
more of each is more powerful

More likely to convict in strong
content than metadata; in metadata
than weak content

More likely to convict in metadata
than witness case; strong witness
and weak witness case very similar

Findings—sentence
length

Equivalent sentence length for content
information and metadata

Equivalent sentence length for content
information and metadata

Equivalent sentence length for content
information and metadata

this was relatively unlikely. Those receiving the aggressive messages
thought this was much more plausible; an angry confrontation was
entirely consistent with the tone of what they read. The metadata
case sensibly fell between these extremes. Comments from partici-
pants in the metadata case showed that people projected a variety of
meanings onto the message timestamps, with many saying that they
had no idea what the messages might have said.

These results show both the strength and limitations of content
information. Content information can shed substantial light on what
is otherwise a dark place. Mere message timestamps convey only
so much information, and very different pictures of the defendant’s
intentions are conjured by the differing messages. But even appar-
ently clear messages must be interpreted. When respondents acting
as hypothetical jurors are convinced that the crime occurred in a
certain way, they may be unpersuaded even when the content in-
formation would appear to contradict their understanding of the
case.

The second study also demonstrates that the content information
lost to encryption and deletion can hurt defendants as well as prose-
cutors, assuming it is unavailable to both. Even though respondents
were more likely to convict when presented with content information
showing an aggressive mental state (“don’t make me come in there”),
they were also marginally less likely to convict when presented with
content information showing a friendly mental state (“thanks, have a
good night”). A defendant’s self-serving testimony about the contents
of lost messages would be both risky and subject to doubt, whereas
a chat log held by a third party could be introduced without them
even taking the stand.

Furthermore, where the evidence in question is used to show a
pattern of underlying behavior rather than place the defendant at
the scene of the crime, respondents acting as hypothetical jurors ap-
pear to be more convinced by metadata rather than by witness tes-
timony. In the third study, respondents were more likely to convict
when presented with metadata showing that the defendant had made
repeated trips to the victim’s apartment at times when the victim was
alone than by witness testimony purporting to establish the same
facts. One could easily imagine the challenging cross-examination of
a witness whose testimony hinged on whether a neighbor was visited

by a friend on this or that particular but unremarkable date. Times-
tamps were better able to establish the critical pattern of visits.

We believe the arc of our results can be at least partially explained
by the different types of ambiguity created by metadata and content
information. Metadata—especially communications metadata—can
very effectively establish the bare facts of an individual’s behavior.
Person A went here X number of times. Person B sent messages from
precisely these locations. But it creates ambiguity about the meaning
of that behavior; why were they there, and what were those mes-
sages? Content information or witness testimony can remove that
ambiguity; those messages were angry, or they were not. But content
must also be filtered through individuals—creating new ambiguity
about the meaning of communication or the accuracy of remem-
brances. It will be a rare witness who can recall the arrival times of a
car as well as a garage door opener. Which type of evidence is more
persuasive depends on which type of fact most needs to be estab-
lished. Metadata will more easily place the defendant there and then.
Content information will more easily show a state of mind, whether
exculpatory or inculpatory.

Exposure to content information or metadata may also impact
other aspects of juror decision-making. As previously discussed, ju-
rors exposed to content information may be more likely to recom-
mend longer sentences, as content information can provide evidence
about the defendant’s state of mind at the time of the crime—and,
consequently, demonstrate their culpability. However, conditional on
respondent wishing to impose a jail sentence, we did not observe a re-
lationship between exposure to content information instead of meta-
data on the length of the recommended sentence. In the first study, we
did not observe a statistically significant difference between recom-
mended sentence lengths when the contents of the defendant’s com-
munications related the criminality of their actions (“knocked over a
store”) as opposed to just the location of the scene of crime (“at the
store”), and in fact observed a non-statistically significant trend to-
ward longer sentences when the conviction was predicated on meta-
data evidence. In the second study, respondents did not appear to
recommend different sentences when content evidence showed that
the defendant was angry at the time of the crime (“don’t make me
come in there”).
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Policy implications

On the whole, our findings present a complicated picture of whether
and how metadata may mitigate the impact of encryption on criminal
trials, at least in the context of juror interpretation of the available
evidence. The rise of metadata appears to make it easier to convince
hypothetical jurors to convict where the case in question rests on es-
tablishing patterns of behavior while having a more nuanced effect
on the rate at which hypothetical jurors vote to convict in cases where
establishing the defendant’s state of mind is a key component of the
prosecution’s underlying case. Consequently, we should expect that a
shift from presenting content information at trial to presenting meta-
data at trial—as might be brought about by the simultaneous “going
dark” of communications content information due to encryption and
the widespread availability of metadata due to the “golden age of
surveillance—to have a differential impact on jury deliberations de-
pending on the type of case in question, the type of fact most likely
to be in dispute, and the type of agency tasked with gathering the ev-
idence. Notably, however, these differential impacts are not currently
reflected in the types of crimes commonly discussed as part of the
encryption policy debate.

For crimes where establishing the defendant’s state of mind is a
critical and difficult-to-accomplish component of the case, content
information is a powerful tool that is difficult to replicate through
metadata. These crimes vary widely and are likely investigated and
prosecuted by a large range of law-enforcement agencies. For exam-
ple, criminal liability for insider trading under federal law is avail-
able only for willful violations of the Securities and Exchange Act
[52], which “generally requires the government to show that the de-
fendant acted with the knowledge that the conduct was specifically
unlawful” [53]. Content information is uniquely powerful evidence
of willfulness in these cases, as it can demonstrate what the defen-
dant understood about their actions at the time they undertook them.
Content information may be similarly powerful evidence when pros-
ecuting murder cases, where the difference between obtaining a con-
viction for first-degree murder or second-degree murder will depend
on whether the prosecutor is able to demonstrate deliberation and
premeditation on the part of the defendant. Content information may
include statements that are relevant to premeditation that would not
be obtainable through metadata.

Where the outcome of a trial rests on showing particular patterns
of behavior related to repeated communications or visits, metadata
appear to provide more convincing evidence than witness testimony.
Under these circumstances, metadata has the advantage of appearing
both more objective and more reliable, since it was obtained through
automatically generated records of the defendant’s behavior rather
than an individual’s observations and recollections. Crimes, where
patterns of behavior are particularly powerful evidence of guilt, are
likely to become easier to prosecute due to the rise of metadata. For
example, prosecutors in cases related to involvement in criminal or-
ganizations can now rely on extensive location records to show that
the defendant was repeatedly at the same place and time as known
members of the organization, suggesting contact.

Rather than seeing current technological trends as causing the
information available for criminal investigations and trials to ei-
ther “go dark” or enter a “golden age,” our findings suggest that—
from the perspective of jury decision-making—these technological
trends will have differential impacts across crimes where prosecutors
are likely to rely on different types of evidence. The current debate
around policy responses to encryption often does not reflect these dif-
ferential impacts, however. In a speech on encryption policy, e.g. for-
mer Attorney General Barr specifically cited concerns over “transna-
tional drug cartels increasingly mov[ing] their communications onto

commercially available encrypted platforms” in order to hide their
activity [13]. From the perspective of developing evidence that will
convince a jury to convict, our research suggests that this type of
crime may be one where metadata may be an effective alternative.

Furthermore, as different types of law-enforcement agencies have
different tools available to them to overcome the loss of content in-
formation due to encryption, we expect that the “going dark” phe-
nomenon will have the biggest impact on jury deliberations in juris-
dictions where law enforcement is least able to respond effectively to
encryption. While a variety of “workarounds” to obtain encrypted
information have been identified, they are resource-intensive and
therefore will be limited only to those agencies that have sufficient
resources to bring to bear [54]. Most notably, recent research on the
use of surveillance tools by local law-enforcement agencies suggests
that many of these agencies are familiar with the use of metadata
such as cell phone location information, but that use of highly spe-
cialized tools like cell site simulators may be limited to only a few
large agencies [55]. These differences in the ability of law enforce-
ment to respond to changes in surveillance technology have broad
potential policy and federalism implications, as they may lead to in-
creased reliance on federal prosecutions for certain types of crimes
[56]. The policy conversation should focus on those agencies and
crimes most likely to be impacted by the loss of content information
due to encryption. It currently does not.

Taken as a whole, these findings suggest several concrete steps
forward for the encryption policy debate. First, this debate should be
centered on cases where the loss of content information is likely to
impact criminal investigations and trials. Second, efforts to mitigate
the impact of encryption by providing law enforcement with assis-
tance in using other forms of surveillance technology should specif-
ically consider the usability of that technology in smaller jurisdic-
tions with fewer resources. Finally, decision-makers creating policies
or tools to facilitate law-enforcement surveillance in response to the
investigatory difficulties posed by encryption should consider limit-
ing the use of these policies or tools to types of crimes where law
enforcement is least able to use metadata in place of content infor-
mation. That the lessening availability of content information makes
certain crimes harder to prosecute does not mean that a general less-
ening of privacy, making all crimes easier to prosecute, is the correct
tradeoff.

Limitations

There are several significant limitations to this study. First, this study
focuses only on the perspective of juror decision-making. However, a
criminal inquiry must proceed through many steps before the jury is
asked to render a verdict: an investigation (which may include obtain-
ing warrants), the bringing of criminal charges, preliminary hearings
(and potentially plea bargaining), and a trial. Each of these stages
involves different actors in the criminal justice system, with differ-
ent incentives and levels of expertise, who may respond to metadata
and content information in different ways. While our study speaks
directly to how jury decision-making may be impacted by exposure
to metadata in place of content information, these results should not
be generalized to other stages of the criminal investigation and trial
process.

Second, our results are derived from online surveys conducted
with individuals who are potentially eligible for jury duty rather than
from directly observing the behavior of actual jurors. To the extent
that those who are potentially eligible for jury duty acting in a hy-
pothetical context may behave differently from those who are actu-
ally selected for and serving on a jury, our study may not accurately
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capture real-world behavior. We took several steps to mitigate this
limitation. We attempted to roughly demographically match our re-
spondents to the composition of those serving on juries on both age
and gender [57], in order to ensure some equivalence between those
who participated in our study and actual jurors. However, as it is
likely that prosecutors and defense attorneys select jurors on the ba-
sis of both observable characteristics (such as age and gender) and
unobservable characteristics (such as ability to follow directions and
likely sympathy with their arguments), our demographic matching
is unlikely to result in a group of respondents that precisely mirrors
those serving on juries. Additionally, individuals currently serving on
a jury may behave differently from individuals responding to a sur-
vey due to contextual differences: the seriousness of being in court,
exhortations by the judge, and knowledge that the verdict rendered
will substantially impact the defendant’s life. We attempted to miti-
gate these differences by basing our jury instructions on those used in
actual criminal trials, in order to mirror the context of a real-world
jury as much as possible.

Third, our experiment was not designed to consider the cumu-
lative effect of metadata and content information on juror decision-
making. While this decision allowed us to more sharply highlight the
potential tradeoffs that occur when different categories of evidence
are presented at trial, it also presented somewhat of an artificial di-
chotomy, as content and metadata are frequently presented together
at trial. Future studies into behavioral responses to encrypted devices
should consider circumstances where both metadata and content in-
formation are available. This is particularly important for studies in-
vestigating law-enforcement responses to encrypted devices during
criminal investigations, as some studies suggest that metadata may
be a complement for content information during criminal investiga-
tions under some circumstances [58].

Finally, our experiences while conducting this experiment demon-
strate the inherent challenges of investigating whether exposure to
the same information conveyed through different types of evidence
impacts juror decision-making. During the first study, e.g. we found
it challenging to construct text messages that conveyed the same in-
formation as location metadata while still being reasonably realistic.
This required extensive discussions and decisions about how people
communicate in real life: Would anyone really text their partner just
to say they were at the store? Would they do it five times? In the real
world, location data might put the defendant at the scene of each of
five crimes, whereas content information would either only confirm a
single location (worse than location data) or be an explicit confession
(much better).

Our difficulty in developing scenarios that would allow us to test
the equivalence of metadata and content evidence without changing
the information established through this evidence showcases both the
limitations and value of these experiments. We struggled to present
hypotheticals where metadata and content information were used to
convey the same information precisely because it is likely that con-
tent information would have conveyed information that could not be
obtained through metadata, and that metadata may be more consis-
tently available than content information. Consequently, we would
expect the extent to which metadata may act as a substitute for con-
tent information to depend heavily on the context of the case. Studies
2 and 3 were developed to further explore how varying context might
impact the relative strengths of metadata and content information,
and ultimately demonstrated the relative strengths and weaknesses
of these types of evidence. This research establishes the need for a
nuanced understanding of the comparative costs and benefits of pre-
senting content information and metadata at trial when making en-
cryption policy decisions.

Conclusion

In this paper, we set out to inform the conversation regarding whether
increased availability of metadata may mitigate impediments to crim-
inal investigations caused by consumer encryption, which in turn is
part of a large and fierce debate about policy responses to “going
dark.” To do this, we provide the first empirical evidence on how ex-
posure to content information or metadata impacts the behavior of
any actor in the criminal justice system, focusing on the jurors who
are ultimately asked to render a verdict in these cases. Our results
suggest that the impact of being presented with metadata instead of
content information varies substantially based on the context of the
case. While metadata and content information appear to be equally
convincing to respondents acting as hypothetical jurors under cir-
cumstances where they convey equivalent information, metadata ap-
pear to have an advantage when the prosecution is attempting to
demonstrate a pattern of behavior and content information appears
to have an advantage when the prosecution is attempting to demon-
strate something about the defendant’s state of mind. Notably, these
findings suggest that a shift from content information to metadata
brought about by the rise of consumer encryption will have differ-
ential effects on different types of crimes—at least when considering
the impact of this phenomenon on juror decision-making.

Our results emphasize the need for more evidence about “going
dark” to both characterize the scope of this phenomenon and better
understand how different actors in the criminal justice system re-
spond to it. Though some of the current encryption policy debate
turns on normative questions that cannot be resolved empirically
[31], many arguments can be substantially informed by empirical
data. Given the substantial potential societal costs and benefits of
the encryption policy proposals that have been under consideration
in recent years, it is imperative that additional evidence be brought
to this debate.

Supplementary data
Supplementary data is available at Cybersecurity Journal online.
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